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Program analysis

https://www.acunetix.com/blog/web-security-zone/dynamic-static-code-analysis-web-security/


Behind any programming activity there is an expectation


What the program should do

Sort an array, find the maximum …


What the program should not do

Read private data, divide by zero …


Loop forever, Irresponsive UI …


The expectation is the program specification

Unexpected result?



Specification

What my code should do and should not do


Hacking

Write the code


Debugging/Verifying

“Prove” my code follows its specification

What is programming about?



Can be informal


No hang, no infinite loops, no crashes, no wrong output …


Can be formal


Simplest: Test cases

What I expect in some finite cases


More complex: Formal specification language

Specification



Runtime analysis


Run the program, observe the behavior for some specific runs

Check if the behavior violates the specification


Static analysis/verification


Do not run the program, observe the properties for all runs

Check if the behavior meets the specification

Debugging/Verifying



Example: Abs
Which is the specification for this code?

<latexit sha1_base64="/f2ywWhYmZ0fMmdKs/AJtp2RhVo="></latexit>

public int32 Abs(int32 x)
{
if (x < 0)
return -x;

else
return x;

}

Reminder: 
int32 = [ ]
−231,231 − 1

−(−231) = − 231



Overview

Problem: Automatic inference of preconditions




Which preconditions?

Sufficient Precondition:  if it holds, the code is correct


Necessary Precondition:  if it does not hold the code is never correct 




Sufficient  preconditions

Sufficient precondition: a != null

Too strong for the caller


No runtime errors when 

x < 0 and a == null


Users of verification tools complained about it

“wrong preconditions”

<latexit sha1_base64="DCMinyYaDr8ZxMLd2ChS5CqKnU0="></latexit>

int Example1(int x,
object[] a)

{
if (x >= 0)

{
return a.length;

}
return -1;
}



Necessary preconditions

The function may fail 
So eliminate all runs!

Necessary precondition: 0 < a.length

If 0==a.length then it will always fail!

Sufficient precondition:  false 
<latexit sha1_base64="CqBsydj3FyjhF/PkgFiiPCJiyH8="></latexit>

int Example2 (object[ ] a)
{ for (int i=0; i<=a.length; i++)

{
a[i]=f(a[i]);
if ( nondet() )

return;
}

}



When automatic inference is considered, only necessary 
preconditions make sense


Sufficient preconditions impose too large a burden to callers


Necessary preconditions are easy to explain to users


Implemented in the  contract checker verifier Clousot (Microsoft) 

Precision improvements 9% to 21%


Extremely low false positive ratio

Necessary preconditions



Necessary conditions (NC)



VMCAI 2013

“Under which precondition, if violated, 
will the program always be incorrect?”

Automatic Inference of Necessary Preconditions
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Abstract. We consider the problem of automatic precondition infer-
ence. We argue that the common notion of sufficient precondition in-
ference (i.e., under which precondition is the program correct?) imposes
too large a burden on callers, and hence it is unfit for automatic program
analysis. Therefore, we define the problem of necessary precondition in-
ference (i.e., under which precondition, if violated, will the program al-
ways be incorrect?). We designed and implemented several new abstract
interpretation-based analyses to infer atomic, disjunctive, universally and
existentially quantified necessary preconditions.

We experimentally validated the analyses on large scale industrial
code. For unannotated code, the inference algorithms find necessary pre-
conditions for almost 64% of methods which contained warnings. In 27%
of these cases the inferred preconditions were also sufficient, meaning all
warnings within the method body disappeared. For annotated code, the
inference algorithms find necessary preconditions for over 68% of meth-
ods with warnings. In almost 50% of these cases the preconditions were
also sufficient. Overall, the precision improvement obtained by precon-
dition inference (counted as the additional number of methods with no
warnings) ranged between 9% and 21%.

1 Introduction

Design by Contract [28] is a programming methodology which systematically re-
quires the programmer to provide the preconditions, postconditions and object
invariants (collectively called contracts) at design time. Contracts allow auto-
matic generation of documentation, amplify the testing process, and naturally
enable assume/guarantee reasoning for divide and conquer static program anal-
ysis and verification. In the real world, relatively few methods have contracts
that are sufficient to prove the method correct. Typically, the precondition of
a method is weaker than necessary, resulting in unproven assertions within the
method, but making it easier to prove the precondition at call-sites. Inference
has been advocated as the holy grail to solve this problem.

In this paper we focus on the problem of computing necessary preconditions
which are inevitable checks from within the method that are hoisted to the

R. Giacobazzi, J. Berdine, and I. Mastroeni (Eds.): VMCAI 2013, LNCS 7737, pp. 128–148, 2013.
c⃝ Springer-Verlag Berlin Heidelberg 2013



Backward Analysis



Regular commands

  

      |     

      |      + 

      |     

r ::= e
r1; r2
r1 r2
r⋆

regular 
command atomic 

command

Kleene 
star

skip  |    |    | …e ::= x := a b?
choice

                    Syntactic sugar

if  then  else  


while  do            

b c1 c2 ≜ (b?; c1) + (¬b?; c2)

b c ≜ (b?; c)⋆; ¬b?



Backward analysis
Forward Analysis

Possible 
division by 0

int Simple (bool b) 

  {   int z;

       if (b)

             z := 12; 


    else 

      z := -12; 


return  1/z;

  }

Backward Analysis

z ≠ 0
z ≠ 0

z ≠ 0

z ≠ 0z∈ [12,12]


z∈ [-12,-12]

z∈ [-12,12]


int Simple (bool b) 

  {   int z;

       if (b)

             z := 12;  

  else 


      z := -12;  


return  1/z;

  }



Backward semantics
<latexit sha1_base64="6lguTU0zMEHCCM+2QaCt2bjslo0="></latexit>

J �r K�0 , {� |�0 2 JrK�}
<latexit sha1_base64="5FIC9eLvFneSer7UcFEdL1IlO9M="></latexit>

� 2 J �r K�0 , �0 2 JrK�

Q

<latexit sha1_base64="QHlCPtrHcxfXvBx+EdvMWFUIKL8="></latexit>

J �r KQ = P

σ σ′￼

P

As before we can extend it 
to setsr

Different from WLP! 



Example

  
Divisor_of(x)
{
…
s := nondet[2..x/2];
if (x%s=0)
    skip 
else    
    while true do skip
}

c ≜

???{x prime} ∪ {0,1}

<latexit sha1_base64="eX73qh7lc9EBTUfZyjISlhLBqAg="></latexit>

wlp(c,Q) , {� | [[c]]{�} ✓ Q}

<latexit sha1_base64="H0kVSvDjqcsXtLS2hHUz0DiWu9w="></latexit>

J �c KQ , {� |�0 2 JcK�,�0 2 Q}
<latexit sha1_base64="JreHbw8/OLn7rKRNQk+zgcbh8bc="></latexit>

J �c K[s = 5, x = 17] =???∅

<latexit sha1_base64="Gi05dKeiBvaW8DsMT3bGTYjsbrU=">AAACH3icbVDJTgJBEO1xRdxGPXppBRNMCJkhEbyQEL14xESWBCakp2mgQ8+S7hqVTDj7HX6AV/0Eb8YrX+Bv2CwHAV9Syct7Vamq54aCK7CssbG2vrG5tZ3YSe7u7R8cmkfHNRVEkrIqDUQgGy5RTHCfVYGDYI1QMuK5gtXdwe3Erz8yqXjgP8AwZI5Hej7vckpAS23zLN3yCPQ5xE8iHGVotqlKV9nnkl10LnEJp5PJtpmyctYUeJXYc5JCc1Ta5k+rE9DIYz5QQZRq2lYITkwkcCrYKNmKFAsJHZAea2rqE48pJ56+MsIXWungbiB1+YCn6t+JmHhKDT1Xd07uVsveRPzPa0bQvXZi7ocRMJ/OFnUjgSHAk1xwh0tGQQw1IVRyfSumfSIJBZ3ewhYFHpFD2RnpZOzlHFZJLZ+zC7nCfT5VvplnlECn6BxlkI2KqIzuUAVVEUUv6A29ow/j1fg0vozvWeuaMZ85QQswxr/C46Es</latexit>

wlp(c, [s = 5, x = 17]) =

<latexit sha1_base64="6PoqcWntwk8fGOJpqNp5EWRSM68=">AAACH3icbVDJTgJBEO1xRdxGPXppBRNMCJkhAb2QEL14xESWBCakp2mgQ8+S7hqVTDj7HX6AV/0Eb8YrX+Bv2CwHAV9Syct7Vamq54aCK7CssbG2vrG5tZ3YSe7u7R8cmkfHNRVEkrIqDUQgGy5RTHCfVYGDYI1QMuK5gtXdwe3Erz8yqXjgP8AwZI5Hej7vckpAS23zLN3yCPQ5xE8iHGVotqlKhexzyS44l7iE08lk20xZOWsKvErsOUmhOSpt86fVCWjkMR+oIEo1bSsEJyYSOBVslGxFioWEDkiPNTX1iceUE09fGeELrXRwN5C6fMBT9e9ETDylhp6rOyd3q2VvIv7nNSPoXjsx98MImE9ni7qRwBDgSS64wyWjIIaaECq5vhXTPpGEgk5vYYsCj8ih7Ix0MvZyDqukls/ZxVzxPp8q38wzSqBTdI4yyEZXqIzuUAVVEUUv6A29ow/j1fg0vozvWeuaMZ85QQswxr+/oaEq</latexit>

wlp(c, [s = 5, x = 15]) = ???

<latexit sha1_base64="d/tmqYmtf5uHiourthUbmwr9ieo="></latexit>

J �c K[s = 5, x = 15] = ???(x = 15)

{x prime} ∪ {0,1}



The idea of NC is to prevent the invocation of the function with arguments that will 
inevitably lead to some error 


Given Q  the set of good final states,  the NC triple 





means that any state   may admit at least one non-erroneous execution of r.


(P) r (Q)

σ ∈ P

Necessary preconditions

Q
P

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

It is an over-approximation!

r



Forward Backward

Over {HL} (NC)
<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q
<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

Compare over approximation logics



HL vs NC: Consequence rules

        P ⇒ P′￼ {P′￼} r {Q′￼} Q′￼ ⇒ Q

  {P} r {Q}

<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q
<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

        P′￼ ⇒ P (P′￼) r (Q′￼) Q ⇒ Q′￼

  (P) r (Q)

(NC)

{HL} 

There’s not a proof system but..



HL vs NC: weakest/strongest  pre and post 

<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q
<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P(NC){HL} 

Given Q, weakest  P  
Given P , weakest  Q

Given P, strongest   Q  Given Q, strongest  P 
 



HL vs NC: relation

That means

<latexit sha1_base64="c4oH+g5URom52aP+6e7Fd4vEahk="></latexit>

{P}r{Q} () (¬P )r(¬Q)

<latexit sha1_base64="JXvb5HH4rZFJp/4+pMnRcSUeafg="></latexit>

JrKP ✓ Q() J �r K¬Q ✓ ¬P



The proof 
<latexit sha1_base64="TFfLP9/jIOPK35RG623WLv4arwc="></latexit>

JrKP ✓ Q =) J �r K¬Q ✓ ¬P

<latexit sha1_base64="WCyxYJNNn+fF6OXTz65Rjs7qYW4=">AAACMHicbVDLSgMxFM34rPVVdekm2IquykwX6lJ047IFq0JnKJn0tg0mmSG5Iwyl/+F3+AFu9RN0Ja4Ev8K0FtHWA4HDOfdybk6cSmHR91+9ufmFxaXlwkpxdW19Y7O0tX1lk8xwaPJEJuYmZhak0NBEgRJuUgNMxRKu49vzkX99B8aKRF9inkKkWE+LruAMndQu1SqhFT3FDmgoNA019GjDUeWywdIfTyc4HmjQSrFdKvtVfww6S4IJKZMJ6u3SR9hJeKZAI5fM2lbgpxgNmEHBJQyLYWYhZfyW9aDlqGYKbDQY/21I953Sod3EuKeRjtXfGwOmrM1V7CYVw76d9kbif14rw+5JNBA6zRA0/w7qZpJiQkdF0Y4wwFHmjjBuhLuV8j4zjKOr80+KRcVMbjpD10ww3cMsuapVg6PqUaNWPj2bdFQgu2SPHJKAHJNTckHqpEk4uSeP5Ik8ew/ei/fmvX+PznmTnR3yB97nF108qD0=</latexit>

�0 2 ¬Q =) �0 62 Q
<latexit sha1_base64="wb3oUx2hfTiFI/y/BHgnNFbjzC0=">AAACLXicbVDLSgMxFM34rPU16tJNsBVd1ZkuqsuiG5cV7AM6pWTStA1NMkNyRxhKP8Pv8APc6ie4EMRtf8P0IdjWA4HDOfdybk4YC27A8z6dtfWNza3tzE52d2//4NA9Oq6ZKNGUVWkkIt0IiWGCK1YFDoI1Ys2IDAWrh4O7iV9/YtrwSD1CGrOWJD3Fu5wSsFLbvcoHhvckucCBigAHXOFAiFATOmCAdaD1L8cVjPPZtpvzCt4UeJX4c5JDc1Ta7jjoRDSRTAEVxJim78XQGhINnAo2ygaJYbFNID3WtFQRyUxrOP3YCJ9bpYO7kbZPAZ6qfzeGRBqTytBOSgJ9s+xNxP+8ZgLdm9aQqzgBpugsqJsIDBGetIQ7XDMKIrWEUM3trZj2iW0CbJcLKQYk0anujGwz/nIPq6RWLPilQumhmCvfzjvKoFN0hi6Rj65RGd2jCqoiip7RK3pD786L8+F8Od+z0TVnvnOCFuCMfwD/faef</latexit>

�0 62 JrKP
<latexit sha1_base64="ZJYHv8k1ULxYCzbuKjD1WzosiEE="></latexit>

() 8� 2 P.� 62 J �r K�0

<latexit sha1_base64="Lyv7kYsVNfTqYv1QeSFk1tPavu0="></latexit>

() P \ J �r K�0 = ;

<latexit sha1_base64="ZTeb1i5TX3NIiKu9SLzXEC3nf+Y="></latexit>

() J �r K�0 ✓ ¬P
<latexit sha1_base64="n0SCNZq8MTf7ieVY6d99+6yPL7c="></latexit>

() J �r K¬Q ✓ ¬P

<latexit sha1_base64="9MQgaKLxP0vvPeUAcFmjs/uJlGY="></latexit>

() 8� 2 P.�0 62 JrK�Hence, 

Since it holds for all  σ′￼ ∈ Q

<latexit sha1_base64="5FIC9eLvFneSer7UcFEdL1IlO9M="></latexit>

� 2 J �r K�0 , �0 2 JrK�Since

One implication,  
the other is similar



Questions



Question 1
Let 

and let 


What is  ?


What is  ?

c ≜ (z := x) + (z := y)
Q ≜ (z = 0)

wlp(c, Q)

[[ c ]]Q

(x = y = 0)

(x = 0 ∨ y = 0)



Question 2
Recalling that both    and    

are valid HL triples (for any ,  and )

can we claim something about the validity of NC triples such as


  


   


  


   

{𝖿𝖺𝗅𝗌𝖾} c {Q} {P} c {𝗍𝗋𝗎𝖾}
P Q c

(𝖿𝖺𝗅𝗌𝖾) c (Q)

(P) c (𝗍𝗋𝗎𝖾)

(𝗍𝗋𝗎𝖾) c (Q)

(P) c (𝖿𝖺𝗅𝗌𝖾)

⟺ {𝖿𝖺𝗅𝗌𝖾} c {¬Q}

⟺ {¬P} c {𝖿𝖺𝗅𝗌𝖾}

⟺ {𝗍𝗋𝗎𝖾} c {¬Q}

⟺ {¬P} c {𝗍𝗋𝗎𝖾}


